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Introduction

https://youtu.be/yacOKwzX0ks?si=uw5AkquOP5KvQRQq


Health Information - Definition 

According to GDPR (General Data Protection Regulation, 
European Union, 2018)

The GDPR recognizes data concerning health as a special category of 
data.
Data concerning health means “personal data related to the physical or 
mental health of a natural person, including the provision of health care 
services, which reveal information about his or her health status”. 

Data protection, more data is sought for sales!
How much is your personal information worth?

http://www.trendmicro.com/ponemon





Health Information Security - Definition

https://www.nccoe.nist.gov/publication/1800-25/VolA/index.html

• Confidentiality
• Personal health data is confidential between patient and physician

• Goes back to Hypocrites writings.
• https://www.ncbi.nlm.nih.gov/pmc/articles/PMC7132445

• Privacy and Confidentiality are separate but related, what is the difference?
• https://www.ncbi.nlm.nih.gov/books/NBK236546/

• Integrity
• All data is protected and whole; nothing is lost, omitted, or damaged.

• Availability
• Data is available at the time and place of intended use.

http://www.nccoe.nist.gov/publication/1800-25/VolA/index.html
http://www.nccoe.nist.gov/publication/1800-25/VolA/index.html
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC7132445
https://www.ncbi.nlm.nih.gov/books/NBK236546/


News – Headlines 

Moorfields Eye Hospital Dubai 
investigates cyber attack
Cyber criminals have targeted the 
hospital's servers in a recent 'IT 
security incident’ taking patient data, 
it’s under investigation.

Source: N Business





Introduction – News Headlines

A Major Urban Hospital in ME, Ransomware attack, August, 2023
1. Situated in a major urban city in ME
2. Stole 4TB of data includes medical records, personal info, 

confidential correspondence, financial SQL etc.
3. Suspended patients admission and patients files
4. New patients were directed to nearby facilities
5. Demanded 14 million dollars in exchange for resolving the 

situation.

Source: CyberGain Dominance, weekly news letter





Health Information - Definition 



Other Examples: USA

1. VA Cath lab temporarily closure due to Malware infecting 
computing during interventional cardia procedure

2. Hacking of implantable insulin pump (Radcliff 8/10)
3. Researchers in FDA found Vulnerability identified in PCA3/5 

and other infusion pumps (Rios, 5/14-6/15)
4. Medtronic pacemakers recall in the USA 
5. Other examples from your side?



TOP 5 Cybersecurity Threats

• Social Engineering  
• Ransomware
• Loss or Theft of Equipment and Data 
• Insider, Accidental or Intentional Data Loss 
• Attacks against Network Connected 

Medical Devices

Source: 
U.S. Department of Health and 
Human Services (HHS) 405(d) Program and Task Group (Inception 2017)
Publication of „Health Industry, Cypersecurity Practises: Managing
Threats and Protecting Patients“ (HICP)



TOP 5 Cybersecurity Threats

• Social Engineering
• Ransomware
• Loss or Theft of Equipment and Data 
• Insider, Accidental or Intentional Data Loss 
• Attacks against Network Connected Medical Devices



The art of manipulating people so that they give up confidential information 
or break standard security practices.

What is Social Engineering?



• Everyone is a potential target!
• It’s often easier for cybercriminals to manipulate a human than a 

computer network or system.
• Attacks can be relatively low-tech, low-cost, and easy to execute.
• Technology is rapidly accelerating along with the sophistication of 

attacks.
• Most common in Phishing attacks, others include scareware, smishing, 

pretexting and more

Facts  about Social Engineering?



Phishing Email



Phishing Email



• Do not respond to communication you are unfamiliar with.
• Do not call any phone numbers listed in an unknown email, text message, or instant 

message.
• Do not click on any links in an email message and do not open any attachments 

contained in a suspicious email.
• Watch carefully for attachments, urgency, hyperlink and urgency, can be a problem.. 

Do not agree on any thing unless you understand as a non suspicious.

• Do not enter personal information in any pop-up screens. Legitimate organizations 
don’t ask for personal information using pop-up screens. Instead, contact the 
supposed organization and verify.

• If in doubt, delete the email or message.
• Others?

How to avoid Phishing Attack?



• Eye-catching or attention-grabbing offers designed to attract 
people’s attention immediately. For instance, a claim that you 
have won an iPhone, a lottery, or some other prize.

Too Good To Be True

• Act fast because the super deals are only for a limited time.

• Your account will be suspended unless you update your 
personal details immediately.

Sense of Urgency

• Click here to claim your offer.

• Click here to change your login credentials.

Hyperlinks

• Often contain ransomware, malware or other viruses.

Attachments

Common Signs of Phishing



TOP 5 Cybersecurity Threats

• Social Engineering
• Ransomware 
• Loss or Theft of Equipment and Data 
• Insider, Accidental or Intentional Data Loss 
• Attacks against Network Connected 

Medical Devices
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What is Ransomware Attack

Malicious software (malware) 
that prevents users from 
accessing their system or 

personal files and demands a 
ransom payment from the 

user in order to regain access.



Ransomware Threats



Ransomware Attack Explanation

ansomware Attack Explanation

• Description
– Hackers gain control of data on a computer system and hold it hostage 
until a ransom is paid.
– Appears to come from a legitimate source through social engineering
– Includes active link or file looks very real.
– This will cause the HIMS fully or partially rendering it in-operational 
• Real-World Scenario
– Employees receive an email from a credit card company.
– Email instructs employees to a fake website and is tricked into 
downloading a security data.
– This security data is a malicious program that request ransom to unlock or 
unencrypt the data.
• Impact
– This attack can put patients in danger and prevent you from delivery  in a 
timely fashion.



Ransomware- More ....



Ransomware attacks on hospitals on an increase

• One source: https://www.aha.org/center/cybersecurity-and-risk-
advisory-services/ransomware-attacks-hospitals-have-changed

• ACTIVELY monitor healthcare cyberattacks. e.g.,
• https://www.cisa.gov/news-events/cybersecurity-

advisories?search_api_fulltext=healthcare&sort_by=field_release_date

• https://www.aha.org/aha-search?search_api_fulltext=ransomware

• Resource: just released US CISA #StopRansomware Guide
• https://www.cisa.gov/news-events/alerts/2023/10/19/cisa-nsa-fbi-and-ms-isac-

release-update-stopransomware-guide

Important sites, full of information about Ransomware attacks

https://www.aha.org/center/cybersecurity-and-risk-
https://www.aha.org/center/cybersecurity-and-risk-advisory-services/ransomware-attacks-hospitals-have-changed
https://www.cisa.gov/news-events/cybersecurity-advisories?search_api_fulltext=healthcare&sort_by=field_release_date
https://www.cisa.gov/news-events/cybersecurity-advisories?search_api_fulltext=healthcare&sort_by=field_release_date
https://www.aha.org/aha-search?search_api_fulltext=ransomware
https://www.cisa.gov/news-events/alerts/2023/10/19/cisa-nsa-fbi-and-ms-isac-
https://www.cisa.gov/news-events/alerts/2023/10/19/cisa-nsa-fbi-and-ms-isac-release-update-stopransomware-guide


TOP 5 Cybersecurity Threats

• Social Engineering
• Ransomware
• Loss or Theft of Equipment and Data 
• Insider, Accidental or Intentional Data Loss 
• Attacks against Network Connected Medical Devices



Loss or Theft of Equipment and Data

One laptop is stolen every 53 seconds
70 million smartphones are lost each year
4.3% of company-issued smartphones are lost or stolen

every year
80% of the cost of a lost laptops is from data breach
52% of devices are stolen from workplace!

Source: Komando security.com



Loss or Theft of Equipment and Data

Loss or malicious use of data may result in business disruption 
and compromises patient safety, and may require notification to 
patients, applicable regulatory agencies, and/or the media. 
Data loss through unauthorized access to a system

Not using proper password policy
Sharing passwords
Accessing personal or unauthorized non-work internet sites on work 
computers



Loss or Theft of Equipment and Data



Loss or Theft of Equipment and Data

Data loss through USB (Universal Serial Bus) Drives
Safety measures: 

✓Do not plug an unknown USB drive into your computer
✓Be sure to use passwords and encryption if you do you a USB Drive 
and make sure that you have the information backed up 
✓Keep personal and business USB Drives separate
✓Keep your computer software up to date
✓Verify if you have security software on your computer
✓Disable “Autorun” on your computer



Loss or Theft of Equipment and Data

Loss or Theft of Equipment and DataKnow your organization’s policy on removing 
equipment from the workplace

• Can I travel with my equipment?
• Can I work remotely/offsite and how do I access 

sensitive information?
• Do I know how to encrypt sensitive data?
• How can I use a secure VPN (virtual private 

network) and secure password-protected WI-FI?



Loss or Theft of Equipment and Data
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TOP 5 Cybersecurity Threats

•Social Engineering

•Ransomware

• Loss or Theft of Equipment and Data 

• Insider, Accidental or Intentional Data Loss 

•Attacks against Network Connected Medical Devices



Insider, Accidental or Intentional Data Loss

• Insiders: Employees, contractors or other users who have legitimate 
access to your computer system and network

• Accidental Insider Threat
• Honest mistake
• Perhaps tricked by a phishing email
• Procedural errors
• Negligence 

• Intentional Insider threat
• Malicious loss or theft with an objective of 

personal gain or inflicting harm to a person or the organization 



Insider, Accidental or Intentional Data Loss

• 61 % of data breaches involving an insider are primarily unintentional causes by 
negligent insiders

• Lack of awareness of security policies and training
• Leaving an unencrypted mobile device or laptop containing sensitive data 

unattended
• Employee grievance against the organization



Quick Tips and Safety measures: 
✓Employee and vendor screening to make sure that those 
gaining access are who they are and truly require access
✓Limit access to those who require it based on roles and 
responsibility
✓Conduct regular security training sessions
✓If you made a mistake or believe you may be a victim of data

loss report it to your manager and/or IT /administrator

Insider, Accidental or Intentional Data loss/ Tips and safety measures
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TOP 5 Cybersecurity Threats

•Social Engineering

•Ransomware

• Loss or Theft of Equipment and Data 

• Insider, Accidental or Intentional Data Loss  

•Attacks against Network Connected Medical Devices



Many devices now can communicate with others ,,



Medical devices and Networks

Nowadays, numerous medical devices reside on 
hospital networks and / or are accessible through 
wireless networks. These include general devices 
such as patient monitors, infusion pumps, as well as 
life-sustaining devices such as ventilators, anesthesia 
machines and pacemakers



Medical devices altering and manipulation

• Hackers/ Cyber criminals try to tamper with connected medical 
devices to alter their settings, alter their data and may 
introduce malicious codes for wrong results.

• Tampered medical devices can lead to patient safety hazards 
and results in incorrect diagnosis and as such wrong 
medication and ultimately harm to the patient even may reach 
death.

• VIPs are at more risk of alteration.







See August 2023 overview here: 
https://www.healthcareitnews.com/news/healt
hcare-software-and-firmware-risks-59-says-h-
isac

Download full August 2023 report here: 
https://h-isac.org/2023-state-of-cybersecurity-
for-medical-devices-and-healthcare-systems/

http://www.healthcareitnews.com/news/healt
http://www.healthcareitnews.com/news/healt


Risks Associated with Networked Medical Devices

• Network-connected/ medical devices disabled by malware for breaching data (IoT)
• Presence of malware on hospital computers, smartphones and tablets, targeting 

mobile devices that use wireless technology 
• Uncontrolled distribution of passwords, disabled passwords, hard-coded passwords 

for software intended for privileged device access (e.g., to administrative, technical 
and maintenance personnel)  Failure to provide timely security software updates and 
patches to medical devices and networks and to address related vulnerabilities in 
older medical device models (legacy devices)

• Failure to monitor recalls or alerts on medical devices
• Security vulnerabilities in off-the-shelf software designed to prevent unauthorized 

device or network access, such as plain-text or no authentication, hard-coded 
passwords, documented service accounts in service manuals and poor coding/SQL 
injection.



Threats affecting networked medical devices

1. Hacktivists (anonymous individuals) wishing to cause service 
interruption and harm 

2. Thieves desiring to sell or monetize confidential information, engage in
identity theft, commit financial fraud against individuals and/or the health
care organization and / or its associates

3. Malicious groups or individuals seeking to cause harm to patients
(possibly targeting VIP patients) or seeking to damage the health care
organization’s brand.

4. Malware which evades existing antivirus engines and rules but is not
specifically targeted at medical devices

US Food and Drug Administration (FDA)



* Gehlot, V. and Sloane, E.B., Ensuring patient safety in wireless medical device
networks, Computer Magazine, IEEE, 11(2), 11–17, April 2008



Risk Management of Networked Medical Devices

• Ensure the web-based system (EHR, EMR ) works properly
• Coordinate educational sessions for staff to discuss errors and their 

prevention strategies
• Ensure software updates are kept up to date
• Encourage error reporting, to ensure learning from error occurs, and 

ensure improvement needs are identified.
• Perform an objective self-assessment of the hospital's risk for electronic 

prescription errors (wrong medication) .
• Share error reduction and prevention strategies and other patient safety 

information with the other facilities



Recommendations for hospitals 

• Establish effective enterprise governance for cyber 
and information security

• Implement state-of-the-art security measures
• Provide specific IT security requirements for IoT 

components in the hospital
• Ensure on time software updates
• Establish an information security sharing mechanism
• Conduct risk assessment and vulnerability 

assessment
• Perform quality audits
• Support multi-stakeholder communication platforms 

(ISACs)
• Get certified by ISO/IEC 27001 or equivalent 



Take away and lessons learned

• Breaches to health Information security has direct implication to 
patient safety not only data security

• Know it will happen to you; Plan accordingly
• Plan for two things: 1. to be locked out of records and 2. 

Unauthorized access of facility records.
• Conduct comprehensive planning;  back-ups, plan B, etc.
• Health Information risk management 
• Exercise the plan.
• Text less talk more.



Free US Government Cybersecurity Guides

https://csrc.nist.gov/projects/cprt/catalog#/cprt/home

https://csrc.nist.gov/projects/cprt/catalog#/cprt/home


Additional free materials: US HIPAA

• https://www.healthit.gov/topic/privacy-security-and-hipaa/health-it- privacy-and-security-resources-providers

https://www.healthit.gov/topic/privacy-security-and-hipaa/health-it-
https://www.healthit.gov/topic/privacy-security-and-hipaa/health-it-privacy-and-security-resources-providers


Reference to Temos Standards

Chapter 7 – Docummentation, Discharge and Follow-Up (DDF)



Reference to Temos Standards
Chapter 7 – Docummentation, Discharge and Follow-Up (DDF)



Reference to Temos Standards

Chapter 11 – Legal aspects in International Patient Management (LAIP)



Reference to Temos Standards

Chapter 13 – Outcome, effectiveness and quality improvement (OEI)



Reference to Temos Standards

Chapter 18: Facility Services, Infrastructure and Safety (FSIS)

Biomedical/Clinical Engineering Services

FSIS 5.3: The planning system or work order management involves systematic, 
measurable and traceable methods to all initial inspections, preventive maintenance, 
calibration, breakdown, recalls, and repairs

Check the history from purchase and include the services done on such selected 
equipment. Recall programs and monitoring need to be reviewed. For quality control 
and post-order work management see also FSIS 5.6

• fully met . partially met . not met .  not applicable . not assessed



Reference to Temos Standards

Chapter 18 – Facility Services, Infrastructure and Safety (FSIS)



Reference to Temos Standards

Chapter 18 – Facility Services, Infrastructure and Safety (FSIS)



Reference to Temos Standards

Chapter 18 – Facility Services, Infrastructure and Safety (FSIS) continued ....



Reference to Temos Standards

Chapter 18 – Facility Services, Infrastructure and Safety (FSIS) continued ....



Reference to Temos Standards

Chapter 18 – Facility Services, Infrastructure and Safety (FSIS) continued ....



Reference to Temos Standards

Chapter 18 – Facility Services, Infrastructure and Safety (FSIS) continued ....



Reference to Temos Standards

Chapter 18 – Facility Services, Infrastructure and Safety (FSIS) continued ....



Reference to Temos Standards

Chapter 18 – Facility Services, Infrastructure and Safety (FSIS) continued ....
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THANK YOU!
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